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Abstract 

In the last few years, there has been a rise in the use of digital financial services. During the 

pandemic COVID-19, the digital transactions have increased to 87 billion in 2021 from 40 billion 

in 2020. The objective of a study is to evaluate the existing policies of e-banking services, analyse 

the challenges faced by the customers and their perception towards e-banking services. The 

outcome of a study will contribute towards strengthening of e-banking system. A mixed research 

methodology is used to conduct the research study. Primary and secondary data is used to achieve 

the objectives. The study's findings indicate that the banking industry's current legislative 

framework is unsuccessful at reducing online crimes and e-banking frauds. It is recommended to 

develop a customized user interface of e-banking applications, enforce cyber laws and regulations 

to curb e-banking frauds, assist customers using artificial intelligence options, and others. 

 

Keywords: e-Banking, Banks, Digital Financial Services, Customer Satisfaction, Policies 

 

  

https://magscholar.com/jhsr/


Journal of Halal Service Research, Volume 3, Issue 2, 2022                                                                                       21 

Introduction 

 

The demand for digital financial services has increased because of the pandemic Covid-19 

surpassing the limitations on physical interaction (Kadirov et al. 2020). Digital financial services 

are defined as financial services such as remittances, payments, and credit accessed through digital 

channels. According to the global credit rating agency, it makes imperative for banks to accelerate 

digitalisation (Guterres, 2021). The preconditions for smoothing the digital financial services 

accessibility includes adequate digital infrastructure, financial literacy, and meeting the legal as 

well as regulatory requirements. In the last three years, more than 300 million adults have gained 

access to banks accounts. There is an access of the shares with an account surged from 53% in 

2014 to 80% in 2017. It results in the gender gap shrinking from 20% to 6% within the same 

period. Furthermore, there is increased access to India's UPI, a real payment system, from 

processing 17.9 million digital transactions per month in 2016 to 1.3billion per month in 2020 

(Sazonova, 2021).  

 

Financial regulators forecast that the number of digital transactions would rise from an estimated 

40 billion in 2020 to 87 billion in 2021. According to RBI data, the number of payments is 

increased seven times from 2015 to 2020. India is in progress for the development of digital 

financial services through developing digital identification systems using Aadhar, increasing high-

speed internet and smartphones. Digital payments, digital remittance, and digital lending have 

grown in the past recent years. Digital payments are non-cash transactions that are processed 

through digital channels. India has a comprehensive digital payment system to digitalize G2P 

payment at scale. In 2017, more than 925 banks facilitated 106.75 million G2P payments with a 

total value of more than Rs. 44.14 billion is deposited through e-transactions (Eriksson, 2021).  

 

The Reserve Bank of India (RBI) Digital Payments Index (DPI), which is constructed with March 

2018 as the base period- DPI score for March 2018 is set at 100- DPI for March 2019, and March 

2020 stood at 153.47 and 207.84, respectively (Guterres, 2021). It indicates the growth of digital 

financial services in India. A basic transaction account, which enables people to send and receive 

money swiftly and safely, is not available to almost 65 percent of adults in the developing world, 

according to a world bank report. Fintech, which enables digital financial services and can reduce 

costs by maximising economies of scale, transparency, and security, enables more individualised 

services for customers. 

 

Digital Financial Services in India before Pandemic COVID-19 

 

According to the digital payment report 2019, digital payments include digital commerce and 

mobile point of sale payments. Digital commerce payments are defined as the consumer 

transactions directly related to online shopping products and services made using various payment 

methods such as direct debit, credit cards, or online payment providers such as PayPal, Alipay, 

and others. Mobile POS payments are transactions using mobile wallets, where a contactless 

interaction makes the payment of the mobile application by using a suitable payment terminal 

related to the merchant.  
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Digital Financial  Platform in India  

 

A digital finance platform (DFPs) is a multilateral IT system that connects a network of 

participating institutions to one another and the operations of each system for the purpose of 

conducting financial transactions. DFPs can take various legal and organisational forms, such as a 

bank or non-bank service entities. It can be owned and operated by one private entity where it is 

solely owned (Lyons et al., 2021). There are three clusters that support in developing efficient and 

safe development of digital financial services, including conductive legal and regulatory 

frameworks, enabling digital and financial infrastructure, and ancillary government support 

system. According to RBI report, there are four broad stages of digital transformation in the 

financial sector, including basic access to transaction accounts, more intensive usage of transaction 

accounts for digital payments, moving beyond the payment to other DFS products, and widespread 

adoption as well as usage of DFS by MSMEs and individuals. India lies in the second stage, which 

requires more intensive actions to enhance digital financial services in India.  

 

Research objectives  

 

1. To explore the existing policies and regulations of e-banking services among merged 

private banks during 2000-2019.  

2. To analyse the customer satisfaction towards existing e-banking services.  

3. To predict the differences among customer perception considering the age and occupation 

towards e-banking services.  

4. Identifying potential threats and opportunities for the existing private banks to enhance 

digital financial services. 

5. To recommend innovative strategies for gaining a competitive advantage to private 

acquired banks.  

 

Research questions 

 

1. What are the existing policies and procedures of e-banking services among merged private 

banks during 2000-2019? 

2. What is the satisfaction level among customers towards existing e-banking services? 

3. What are the differences in customer perception considering the age and occupation of e-

banking services? 

4. What are the opportunities and threats for the exiting private banks to improve the digital 

financial services?  

5. What are the recommended innovative strategies for private acquired banks?  

 

Research Hypothesis 

 

H1: There is a significant relationship between user interface, content, responsiveness, customer 

service, bank communication, updates, data protection, technical problems, bank 

recommendations towards e-banking service and age. 
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H2: There is a significant relationship between user interface, content, responsiveness, customer 

service, bank communication, updates, data protection, technical problems, bank 

recommendations towards e-banking services and occupation. 

 

Need of the study  

 

The effective banking system is the backbone of the economy of the country. The government of 

India has merged the public banks into 12banks and implemented privatisation plan in the banking 

industry. It impacts the customer perception towards existing e-banking services. So, the research 

study will analyse the significant relationship between customer perception towards e-banking 

services with occupation and age. It provides insight to the merged private banks to enhance 

customer satisfaction considering the need and perception of the target audience based on age and 

occupation.  

 

Chapterization 

 

The paper comprises six chapters, including introduction, literature review, research methodology, 

data analysis, and conclusion. The first chapter introduces the topic of digital financial services in 

India, research questions, research objectives, hypothesis, the need of the study, and 

chapterization. The literature review is an important part of the research study. It provides the 

previous research study into the conceptual and empirical review to determine the research gap in 

the existing studies. The third chapter is a research methodology that provides an overview of the 

methodology used for conducting the research study. It includes research methodology, research 

design, research approach, data collection sources, data analysis methodology, limitations of the 

study, and research ethics. The fourth chapter is data analysis which provides the analysis of data 

collection from primary and secondary resources. The fifth chapter is findings and discussion, 

explaining the research study's findings to achieve the research objectives. The sixth chapter is the 

conclusion, which comprises future research, recommendation, and conclusion of the study.  

 

Literature Review 

 

According to Nitsure (2003), the e-banking term encompasses and signifies the entire sphere of 

technology initiatives that takes place in the banking industry. E-banking refers to the delivery of 

banking services through electronic channels such as mobile phones, computers, and laptops using 

the internet. The concept of e-banking is still in the transitional stage. It increases the sphere of 

effective accounting and payment systems which enhances the pace of delivery of banking 

services. E-banking services facilitate new relationships with the customers, suppliers, regulatory 

authorities, and banking partners with digital-age tools. Nyangosi (2009) asserted that banks are 

facing the issue of determining the innovative strategies for utilising the technologies to enhance 

customer experience.  

 

Benefits of e-Banking Services  

 

Drigă (2014) mentioned the benefit of e-banking in overcoming the drawback of manual systems 

as the systems can store, analysing, searching, consolidating, and presenting the data as per the 
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customer requirements. E-banking services are beneficial for banks, merchants, traders, and 

consumers (Sandhu et al., 2022). 

 

To the banks  

• It supports increasing business profitability and adds a competitive advantage to the business.  

• It helps in maintaining the flow of money in the economy and supports the fair tax payment 

system.  

• E-banking services minimise the case of fraud and theft.  

• It helps in maintaining the banks' performance and contribute to the financial growth of India.  

 

Review of e-Banking Services  

 

Ayo (2010) explained the status of internet banking in Australia. The results of the study have 

shown that only two out of 52 banks started internet banking services. He opined that education is 

a significant factor for growing e-banking services. It needs customers to be convinced about the 

various advantages of internet banking which put pressure on the banks to improve existing e-

banking services. Nsouli (2002) illustrated the influence of the internet on delivering e-banking 

services. The study has found that there is a primary six dimensions of e-banking service quality, 

such as queue management, customisation and accessibility, convenience and accuracy, complaint, 

and feedback management. Ali (2021) acknowledged that e-banking services require an innovative 

distribution channel that offers higher spatial convenience and less waiting time than traditional 

banking delivery channels. E-banking services reduce operational costs and lead to higher 

customer satisfaction. Gupta (2006) observes that e-banking services offer low cost and high-value 

financial services. US web-corporation argued that the bank requires comprehensive online 

banking services, which is indispensable for success in the increasingly competitive financial 

services market. Chakraborty (2015) found that there are approximately 75% of Italian banks who 

has adopted e-banking services during 1993-2000.  

 

Evaluation of Digital Banking Adoption in India 

 

According to Singh (2020), technology plays a significant role in the transformation of the banking 

industry across the globe. However, the adoption of technology varies among the countries due to 

various aspects such as education, background, awareness, and others. Digital banking services 

are provided by every Indian bank as it is a strategic tool for survival in the competitive market. 

The investment in technology by the financial service requires understanding of customer 

perception toward e-banking services. Roy (2017) mentioned that there are various initiatives 

taken by the government of India to support digitalisation in the banking industry, such as the 

Aadhar-enabled payment system. Shankar (2020) asserted that the only awareness among the 

customers would not influence their decision to shift towards e-banking services from the 

traditional banking system. Various factors influence the customer's decision to adopt a digital 

banking system, such as trust, technical issues, etc. Sardana (2018) concluded that there is a need 

for developing customised digital banking services to enhance customer experience.  

 

The digital medium increases the level of financial inclusion globally from 51% in 2011 to 69% 

in 2017 (Singh et al., 2021). In High-income economies, 91% of adults are using digital payment, 

but in developing economies, only 44% of adults are using digital payment systems through their 
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accounts. It shows the lack of trust, technical issues, lack of understanding, and other aspects which 

are threats to the banking system. However, the existing issues can be converted into opportunities 

for attracting new customers in India. In 2015, the government launched a digitalisation campaign 

to transform traditional banking services into digital services (Khandelwal et al., 2013). However, 

there was a hindrance in implementing the digitalisation campaign, such as a lack of infrastructure, 

education, and strong internet connectivity. Thus, it reflects the threat and opportunities for 

improving the existing e-banking services in India.  

 

Policies and Regulations of the e-Banking Industry in India 

 

Gupta (2006) explained the electronic banking role in easier the accessibility of banking services 

to the customers but increases the competition for banks. Some countries are looking for e-banking 

as an opportunity for countries but with underdeveloped financial systems to leapfrog 

developmental stages. Chakraborty (2015) asserted that the changing financial landscape brings 

new challenges for bank management, supervisory and regulatory authorities. Following are the 

risks and challenges in the existing banking regulations: 

1. Regulatory risks: According to Narware (2016), there is an absence of a license that is 

appropriate where the supervision is weak, and cooperation between the home supervisor 

and a virtual bank is not adequate. There is also an absence of guidelines to clarify the grey 

areas among the consumers to use the e-banking system appropriately.  

2.  Legal risk: The E-banking system carries legal risks as the banks are expanding to 

increase the geographical scope of the services. Solanki (2012) states that there is a lack of 

contact with the host country supervisor. It results in difficulty staying abreast of regulatory 

changes. However, virtual banks are unknowingly violating customer protection laws, 

including regulations on soliciting, data collection, and others. It exposes a loss through 

lawsuits or crimes which are not prosecuted due to jurisdictional disputes.  

3. Reputational risk: Nitsure (2003) asserted security breaches and disruptions lead to the 

damage of banks' regulations. The risks increase when there is an increase in e-delivery 

channels. If one customer faces any confidentiality issue, then it impacts on customer's 

confidence in the e-banking system. It requires an implementation of internal guidelines 

for bank supervisors for effective risk management.  

4. Operational risk: Narware (2016) explained that the availability of new technology had 

created an operational risk to the e-banking system. It rises security threats from outside 

and inside the system. It ensures that banks have appropriate practices to guarantee data 

confidentiality and system integrity. The management of heightened operational risks 

requires overall risk management and supervisors need to include operational risk in their 

soundness and safety evaluation.  

 

 

Website Assessment Tools  

 

There are various advantages of e-banking system which are offered to both the banks and 

customers, including removal of all traditional geographical barriers for reaching the customers, 

cost-effective for banks, and helping to adhere to disastrous situations such as pandemic Covid-

19.  
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Figure 1: Website Assessment 

 
 

A website assessment explains the quality of the website, which is based on a specific set of 

outcomes. The website quality evaluation method is proposed by Olsine et al. (1999), which is 

considered as the main approach. The factor analysis is based on functionality, usability, site 

reliability, and efficiency. However, the excessive attributes raise subtle problems. Previous 

assessment models employ subjective factors such as text clearness, easy access, quality of 

presentation, sound, colour, and others. Miranda (2006) developed the assessment model 

considering the weaknesses of previous models in which a new website assessment index is 

developed to compare the current use of internet services by other organisations. The website 

effectiveness is measured based on four factors, including timeliness, format, accuracy, and 

content for measuring customer satisfaction towards e-banking services. Hendriyani (2018) 

asserted that the search engine ranking is translated into greater traffic and increasing accessibility. 

The content is a first indicator that is for measuring the customer satisfaction towards e-banking 

services. The quality of a website content measures assessing the presence of information relevant 

to the users. The information on the website must satisfy the users, and it should be frequently 

updated. 

 

The second indicator is the accuracy of information to measure web performance. Sulaiman (2005) 

explained that the websites are largely informational and provides commercial and non-

commercial information related to the bank. It provides insight into the background of the bank, 

including partners, policies, important customers, and other information. The website's accuracy 

is measured through five information: financial information, general bank information, product, 

and services, offers, and automatic teller machine (ATM) and branch information. Prasadh (2018) 

mentioned that the transactional content which is found in each of the searched websites is divided 

into various categories, including online communications, general inquiries, fund transfers, 

specific inquiries, investment, brokerage, credit application, pay cards, and saving services. The 

third indicator is a format that measures the well-organised information in the context of 

communication available to satisfy the consumers. The communication capability of the website 

is measured based on contact email, user feedback tools, contact address, and contact telephone. 

The fourth factor is timelines which measure the speed of e-banking services to meet customer 

expectations. Speed, access, and response time are the most significant factors which reveals the 

correlation between web user satisfaction and website download speed. The speed is measured 

with a chronometer, but it is influenced by various factors such as connection hour, the hardware 
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employed, web traffic, and others. Rao (2022) conducted a test to evaluate the impact of e-banking 

services speed on sales volume by using different computers and internet access on consecutive 

days. 

 

Theoretical Framework  

 

The technology acceptance model  

 

The technology adoption model is the foundation of various technology adoption and diffusion 

research, which is tooted in the theory of reasoned action. According to the author, there are two 

significant independent variables, including perceived usefulness and perceived ease of use 

(Granićet al., 2019). These are the two factors that impact consumers attitudes towards using it, 

and it impacts behavioural intention. It reflects the use of technology in changing consumers 

behaviour.  

 

Institutional intervention theory  

 

Dubey (2019) explains two dimensions that reflect the influence, including demand-pull and 

supply push forces in the context for actions to take place. The innovation adoption requires both 

supply push and demand pull, which comes from the supplier and demand generated from the 

users to develop innovation. These theories are used in various technology adoption studies, such 

as EDI adoption and ecommerce adoption.  

 

Institutional theory  

 

The theory asserted that in societies, the organisational work is guided by the rational activities 

and rules which are originated as a system. Scott (2005) claims that there are three types of 

institutions, including normative, pressures-coercive and mimetic, which determine the technology 

adoption by the organisation and individual.  

1. Coercive pressure occurred by the organisations on social actors to adopt the behaviour, 

attitude, and practice as the latter have resource dependency on the former.  

2. Normative pressure is exerted when the organisation voluntarily imitates the behaviour, 

attitude, and practices of other organisation.  

3. Mimetic pressure is related to the conscious and voluntary copying of the behaviour and 

practices of competitors and high-status actors.  

 

Research Gap  

 

The existing research studies related to the perception of the e-banking system in private and public 

sectors have been conducted through various aspects such as service quality dimensions (Nitsure, 

2003; Lyons, 2021; Nyangosi, 2009; Nsouli, 2002; Ali, 2021). However, there are limited research 

studies conducted to analyse the existing policies and regulations of e-banking services among 

merged private banks during 2000-2019, customer satisfaction among merged private banks and 

differences among customer perception considering occupation and age. So, the research gap is 

identified in the existing research study related to the exploration of recent regulations and policies 

during 2000-2019 and recommendations of innovative strategies based on customer perception 
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towards e-banking services. It results in a contribution towards the development of the banking 

industry in India.  

 

Digital banking services implementation in India is a challenge for the banking industry due to 

education, lack of infrastructure, internet speed, and other issues. The customer perception towards 

e-banking services is based on various factors such as user interface, technological challenge, 

communication, privacy, security, and others. The site quality has four aspects, including content, 

privacy and security, responsiveness, and communication. Empirical study has shown the role of 

understanding the customer preference in influencing the customer to adopt e-banking services. 

The theoretical review has shown the role of technology in generating the demand for using e-

banking services. The institutional theory explains three types of institutional aspects, including 

pressures-coercive, mimetic, and normative, which determine the technology by the individual and 

organisation. However, empirical research has shown the gap in the existing studies related to the 

recommendation of innovative strategies based on customer perception towards e-banking 

services. It emerges the need for a research study.  

 

Methodology 

 

A research methodology is a methodological approach that provides a roadmap for conducting the 

research study (Mohajan, 2018). The methodology section comprises research design, research 

approach, data collection sources, data analysis method, research ethics, and limitations of the 

study. The methodology explains the method selected by the researcher in data collection and data 

analysis for achieving the research objectives. In this study, a mixed research methodology is 

selected for analysing the customer perception towards the e-banking services provided by the 

merged private banks during 2000-2019. The combination of qualitative and quantitative data 

enables to provide insight into the customer perception and existing business policies. The 

combination of both types of data offset the weaknesses of each research method. It enables to 

determine the answers to unexpected findings of the research study. Qualitative data allows 

exploring the potential factors and antecedents about the components which are little known and 

explored. According to Snyder (2019), qualitative study is a naturalist paradigm that assumes the 

reality is manifold and links the researcher with the subjective. Qualitative data comprises three 

main paradigms: epistemology, ontology, and methodology. 

 

This study collects qualitative data from secondary resources such as annual reports, research 

papers, research articles, and another secondary research. It enables to achieve research objective 

1. Research objective 2,3 and 4 is achieved through primary data which is collected from the 

existing customers of 10 private banks merged during 2000-2019. It helps in determining the 

customer satisfaction towards existing e-banking services, the relationship between age and 

occupation with customer perception, and threats and opportunities. Based on qualitative and 

quantitative data, objective five is achieved.  

 

Research Design 

 

Durrheim (2006) states the research design allows to development of a research framework that is 

used for conducting the research study, from data collection to findings. There are three types of 

research designs: descriptive, exploratory, and experimental design. The exploratory research 
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design is applicable, which is used to acknowledge the ideas for conducting the research study. 

The descriptive research design allows determining the accurate results in the context of the 

research study. It is applicable where the variables of the study are identified. The approach is used 

for responding to why and how questions. Rahi (2017) argued that the descriptive research design 

is adopted in the research study for explaining the research problem and handling the appropriate 

results. The descriptive design is used for using the subtype that is research type means to survey 

and research problem. The research design is bifurcated into three sections: measurement, data 

collection, and analysis. Quantitative research design is applied for a statistical conclusion that is 

related to the actionable insights. The existing policies and frameworks related to e-banking 

services are determined through a theoretical framework. The relationship between age and 

occupation with customer perception.  It allows performing the role of precursor to design 

quantitative research to evaluate customer perception of the existing e-banking services among the 

merged private banks in India. The descriptive research design supports both qualitative and 

quantitative research. The theoretically based research supports in justifying the quantitative 

research findings between the customer perception relationship with age and occupation. 

 

Research Approach  

 

There are two types of research approaches the inductive approach and the deductive approach. 

The inductive approach is applied to the studies where the variables are known with unknown 

ideologies. Whereas the deductive research approach is used for the studies with the known 

variables, and it is less time consuming (Armat et al., 2018). In this research study, the dependent 

variable is customer perception, and the independent variables are occupation and age. So, the 

deductive approach is applied for the study because the variables are known.  

 

Data collection sources  

 

There are two types of data collection methods, namely, primary and secondary collection 

methods, which is explained below: 

1. Primary data: The first-hand information collected from the respondents is known as 

primary data (Mazhar et al., 2021). In this study, the information is collected from the bank 

account holders directly for analysing their perception of e-banking services. In this study, 

the questionnaire is used as a data collection tool which is created on a google form. The 

target population are bank account holders within India. The questionnaire was filled by 

200 respondents (See Appendix 1). So, the sample size of the study is 200. The results of 

the survey enable to predict the differences in customer perception considering age and 

occupation.  

2. Secondary data: The existing research that is already conducted supports the study. In this 

research study, the secondary data is collected from various sources such as peer-reviewed 

articles, journal papers, websites, and other secondary resources.  

 

Data analysis method  

 

The qualitative data, which is collected from the secondary resources, is analysed using content 

analysis methodology. The qualitative data include existing policies and regulations related to e-

banking services. The quantitative data is collected from the bank account holders, which enable 
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to determining the customer perception towards e-banking services. The quantitative data analysis 

is conducted using SPSS software (Schrepp, 2003). The cross-tabulation statistical test is applied 

to analyse the categorical data, including age, occupation, and sex. Anova statistical test is applied 

because it allows comparing the means of more than two groups using correlated group designs 

and one independent variable.  

 

Research limitations  

 

The research study is limited to only 200 respondents to determine consumers' perception of e-

banking services in India. Secondly, the research is limited to only internet and mobile banking 

services which is only type of e-banking services due to limited time and financial constraints.  

 

Ethical consideration  

 

The research study is conducted considering the ethical code of conduct for accurate and authentic 

results. Ethical norms help in minimising the issues while conducting the research study, such as 

misrepresentation of data, minimising errors and generating ethical results. Ethical standards are 

used for promoting values that are important for collaborative work, such as mutual respect, trust, 

and fairness (Arifin, 2018). All legal, ethical, and social considerations are considered in 

conducting the research study:  

 

1. Honesty: All information such as the purpose of data collection, procedure, and research 

related aspects.  

2. Transparency: During the data collection procedure, transparency is maintained by 

communicating all the information to the respondents considering research ethics (Arifin, 

2018).  

3. Carefulness: After the completion of the research study, peer-reviewed is performed to 

minimise errors and  

4. Integrity: The respondent's name is not revealed during data interpretation, and all promises 

have been maintained during the research study.  

5. Respect for intellectual property: The obligation of the copyright act is maintained by 

disclosing the author’s name under literature review action. All researchers' work is 

acknowledged. 

6. Openness: All information related to the research study, such as data collection method, use 

of software, and other information to mention in the report clearly. 

 

Analysis 

 

In this research study, the customer perception towards e-banking services is analysed based on 

various factors, including user interface, content, communication, responsiveness, customer 

support services, updates, high security and data protection, technical problems, and 

recommendations to others. 
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Table 1: Age and user interface crosstabulation 

 
 

The cross-tabulation analysis has shown that many consumers aged 18-25 consider e-banking as a 

less complex user interface. Further, the consumers aged 26-35 are considered e-banking as a 

simple user interface. Also, most consumers between the age group of 36-45 are considered the e-

banking services to have less complex user interfaces. Whereas most respondents between the age 

group of 46-55 considered the e-banking services to have complex user interfaces. Also, the 

consumers between the age group of above 55 are considered the e-banking services have a highly 

complex user interface.  

 

Table 2: Age and bank communication crosstabulation 

 
 

The cross-tabulation table shows that many respondents between the age group of 18-25 years 

considered bank communication is excellent. Further, the respondents between the age group of 

26-35 years considered e-banking communication as good. Also, the consumers between the age 

group of 36-45 years perceived the e-banking have a good communication system. However, the 

respondents between 46-55 years of age perceived that e-banking have a fair communication 

system. But the respondents between the age group of above 55 perceived poor communication 

system of e-banking services. 

 

Table 3: Age and content crosstabulation 
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The cross-tabulation table shows that many respondents (19) perceived that e-banking has the 

availability of information, including financial and non-financial information. The respondents 

between the age group of 26-35 years (17) are also perceived that e-banking services have the 

availability of all information. Further, the respondents between the age group of 36-45 perceived 

that the e-banking services have the availability of all information. However, the respondents 

between the age group of 46-55 years are perceived that some information is missing in e-banking 

services. Also, most respondents between the age group of above 55 perceived that some 

information is missing in e-banking services. 

 

Table 4: Age and Responsiveness crosstabulation 

 
 

The above cross-tabulation table has analysed the responsiveness perception of the respondents 

towards e-banking services. The result shows that the respondents between the age group of 18-

25 years perceived responsive behaviour of e-banking services. Further, the respondents between 

the age group of 26-25 years are also perceived responsive behaviour of e-banking services. Also, 

the respondents between the age group of 36-45 years are perceived the e-banking services as 

responsive behaviour. However, the respondents between 46-55 years perceive the e-banking 

services as irresponsible behaviour. Also, the respondents between the age group of above 55 also 

perceive the e-banking services as irresponsible behaviour. 

 

Table 5: Age and updates crosstabulation 

 
 

The above cross-tabulation table has shown the customer perception towards updates in e-banking 

services. Many respondents between the age group of 18-25years (25) agree that they receive 

regular updates in e-banking services. A higher number of respondents between the age group of 

26-35 years also states yes that they receive regular updates in e-banking services. Further, the 

respondents between the age group of 36-45 years also agree that they receive regular updates. 
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However, the respondents between the age group of 46-55 years state that they receive updates 

sometimes. Most respondents between the age group of above 55 states that they don't receive 

regular updates. 

 

Table 6: Age and technical problems crosstabulation 

 
 

The cross-tabulation table shows that many respondents between the age group of 18-25 years are 

facing no technical problem in using e-banking services. Further, most respondents between the 

age group of 26-35 years state that they sometimes face technical issues. Further, most respondents 

between the age group of 46-55 years state that they sometimes face technical issues. However, 

most respondents between the age group of above 55 are facing technical issues. 

 

Table 7: Customer service and support crosstabulation 

 
 

The cross-tabulation table shows the respondents perception of customer support services. 

Twenty-three respondents between the age group of 18-25years rate excellent customer support 

service in e-banking. Also, 24 respondents between the age group of 26-35 years have rates good 

to the customer support services. There are 23 respondents between the age group of 36-45 years 

who rates good to the customer support services of e-banking. There are 11 respondents who feel 

fair for the customer support services. Further, the respondents between the age group of above 55 

rate poor to the customer support services. 

 

Table 8: Age and Bank recommendation crosstabulation 
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The table shows the banks recommendations which reflect the customer satisfaction towards e-

banking services. The respondents (33) between the age group of 18-25 years will recommend the 

bank to others. It reflects the high satisfaction of respondents between the age group of 18-25 

years. The respondents (32) between the age group of 26-35 years also state yes to recommend the 

bank to others. Further, the respondents (36) between the age group of 36-45 years state yes to 

recommend the bank to others. The respondents between the age group of 46-55years are neither 

agreed nor disagreed regarding the recommendation of banks to others. However, the respondents 

(31) between the age group of above 55 years disagree to recommend the bank to others. It reflects 

the highest satisfaction among the age group of 18-25, 26-35, and 36-45. 

 

Table 9: Age and data protection crosstabulation 

 

 
 

The table shows the consumers perception of data protection in e-banking services. The 

respondents between the age group of 18-25years are agreed with the satisfaction towards data 

protection in e-banking services. The respondents between the age group of 26-35years are also 

agreed with the satisfaction towards e-banking services. Further, the respondents between the age 

group of 36-45 years show that respondents agree that their banks have data protection. However, 

the respondents between the age group of 46-55 years disagree and are neutral for their banks' data 

protection. Further, the respondents between the age group of above 55 years disagree with the 

data protection in their banks. It reflects the highest satisfaction among the age group of 18-25, 26-

35, and 36-45. 
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Table 10: Anova Table 

 

 
 

• User interface: The table has shown that the user interface significance value is .000, which 

is less than 0.05. Thus, the null hypothesis is rejected. It can be stated that the user interface 

experience among the customers is different.  

• Content: The significant value is .000, which is less than 0.05. Thus, there is a relationship 

between customer age and content information experience.  

• Responsiveness: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards responsiveness.  

• Bank communication: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards updates.  

• Updates: The significant value is .000, which is less than 0.05. Thus, there is a relationship 

between customer age and customer perception towards updates.  

• Data protection: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards data protection. 

• Technical problems: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards technical problems.  

• Bank recommendation: The significant value is .000, which is less than 0.05. Thus, there is 

a relationship between customer age and customer perception towards bank recommendations.  

• Customer service support: The significant value is .000, which is less than 0.05. Thus, there 

is a relationship between customer age and customer perception towards customer service 

support. 
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Thus, there is a significant relationship between the customer perception towards e-banking 

services and age.  

Table 11: Anova Table 

 

 
 

• User interface: The table has shown that the user interface significance value is .000, which 

is less than 0.05. Thus, the null hypothesis is rejected. It can be stated that the user interface 

experience among the customers is different considering the occupation.  

• Content: The significant value is .000, which is less than 0.05. Thus, there is a relationship 

between customer age and content information experience considering the occupation.  

• Responsiveness: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards responsiveness 

considering the occupation.  

• Bank communication: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards communication 

considering the occupation.  

• Updates: The significant value is .000, which is less than 0.05. Thus, there is a relationship 

between customer age and customer perception towards updates considering the occupation.  

• Data protection: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards data protection 

considering the occupation. 
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• Technical problems: The significant value is .000, which is less than 0.05. Thus, there is a 

relationship between customer age and customer perception towards technical problems 

considering the occupation.  

• Bank recommendation: The significant value is .000, which is less than 0.05. Thus, there is 

a relationship between customer age and customer perception towards bank recommendations 

considering the occupation.  

• Customer service support: The significant value is .000, which is less than 0.05. Thus, there 

is a relationship between customer age and customer perception towards customer service 

support considering the occupation.  

 

Thus, there is a significant relationship between the customer perception towards e-banking 

services and occupation.  

 

Existing Regulations of Digital Finance Services 

 

The legal framework of the Indian Banking system is governed by the set of statutes as mentioned 

below: 

1. Indian Contract Act, 1872 

2. Indian Evidence Act, 1872 

3. Foreign Exchange Management Act, 1999 

4. The Reserve Bank of India (RBI) Act, 1934 

5. The Banking Regulation Act, 1949 

6. Information and Technology (IT) Act, 2000 

7. Negotiable Instruments Act, 1881 

8. Securitisation and Reconstruction of Financial Assets and Enforcement of Security Interest 

Act (SARFAESI) Act, 2002 (Ketterer, 2017). 

 

The Reserve Bank of India is regulated by RBI Act, 1934 and electronic records and system is 

regulated by the provisions of the Information and Technology Act, 2000. However, there are 

various issues and loopholes in the existing e-banking system which causes harm to the security 

and privacy of the customers, including: 

1. Legal issues: The government has developed specific statutes such as the Indian Penal Code 

and Information and Technology Act, 2000, for curbing cybercrimes. However, the cybercrime 

rate is increasing, which requires a systematic and structured legal framework to increase 

customer trust and minimise the rate of crime in India.  

2. Security and privacy risks: The research study conducted in 2012 found that the technology 

used in cloud computing offering e-banking services to the customers are unsecured. It 

increases the chances of e-banking scams and frauds. Security concerns and private issues such 

as biometric finger verification and know your customer (KYC) is considered as the major 

roadblocks in the pathway of successful e-banking in India (Mhlanga et al., 2020).  

 

Table 12: Themes and Codes 
Theme Codes Results 

Security and 

privacy risks  

Provision of Indian penal code, 1860: 

I. Section 383: Punishment of 

extortion  

• Lack of statutory recognition of 

the legal statutes and imposing 
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II. Section 379: Punishment of 

theft  

III. Section 406: Punishment of 

criminal breach of trust  

IV. Section 471: Using as genuine 

a forged document  

V. Section 417: Punishment of 

cheating  

a. Section 506: 

Punishment of 

criminal intimidation 

(Rajput, 2020) 

 

a penalty on the bank's 

authorities for its violation.  

• Absence of internal audit 

compulsion for maintaining 

transparency in e-banking 

system.  

• Absence of in-house cyber 

redressal cell for dealing with 

bank frauds  

Legal issues  • Section 3(2) of the Information 

and Technology Act  

• Section 4 of the Information and 

Technology Act 

• Section 72 and section 79 of the 

Information and Technology Act 

• Lack of cyber laws and 

regulations for curbing the e-

banking frauds and cyber 

frauds in India. 

• Lack of biometric 

authentication compulsion  

Authentication 

issues  
• Cyber cells and ancillary 

authorities 

• Information and Technology 

Act, 2000 

 

• Ineffective enforcement 

structure.  

• Lack of trained staff results in 

an increment in the 

cybercrimes in India.  

• Lack of separate provision for 

dealing with the authentication 

issues and securing the 

customer interest (Chaimaa et 

al., 2021).  

 

 

According to Gupta (2006), the existing regulatory framework over banks needs to be extended to 

the e-banking system. The banks should design network and database administrator which defines 

the specific roles. There is an absence of security policy duty approved by the board of directors. 

Mhlanga (2020) further added that the banks should have separate Information Technology 

Division and Information System Security. The existing laws and regulations ensure security and 

confidentiality of customer information, protection against anticipated threats to the security and 

protection against authorised access to such information. There are different set of laws that 

regulates e-banking in different countries, considering the aim of protecting cybercrimes. For 

example, Electronic Transactions Ordinance (Hong Kong, Pakistan), Electronic Transactions Act 

(UK, USA, Australia, New Zealand, Singapore), Electronic Commerce Act (Ireland), Information 

Technology Act (India), and Information Communication Technology Act Draft (Bangladesh). 

There is specific legislation developed under Law no. 455/2001 on electronic signatures, Law no. 

365/2002 on electronic commerce, and Law no. 4/2002 concerning transactions by electronic 

payment instruments. Chaimaa (2021) states the Reserve Bank of India has created rules for e-

money issued by non-banks to address the regulatory vacuum. The Information Technology Bill, 



Journal of Halal Service Research, Volume 3, Issue 2, 2022                                                                                       39 

1999 and Electronic Commerce Bill, 1999 in India are created for addressing general issues such 

as secure electronic records and signatures, duties of certification authority, computer crime and 

data protection, the liability of network service provider, and duties of certification authority. 

These bills are promoted by the Government of India, which facilitate the introduction of 

Electronic Data Interchange in the commercial sector. The examination of bank secrecy and data 

privacy regulations in developing countries shows a patchwork of rules which are issued by the 

agencies with overlapping oversight and jurisdiction. However, bank secrecy rules are not 

statutorily recognised, which is required for imposing a penalty on the bank regulations. Rajput 

(2020) mentioned that there is an absence of internal audit compulsion. Also, there is an absence 

of the compulsion for some concentrate measures which the banks should take to protect the e-

banking services. Further, there is also a lack of in-house cyber grievance redressal cells for dealing 

with bank frauds individually.  

 

Findings and Discussion 

 

In the banking industry, the legal provisions for merger and acquisition are as follows: 

 

1. Section 230 and 232 of the Companies Act, 2013 is related to Merger and Amalgamation.  

2. Under the Companies Act, 1956, section 391 to 394 governs the amalgamation of non-

banking companies with banking companies.  

3. The State Bank of India mergers are under the state bank of India Act 1955.  

 

The above analysis has shown the issues in the existing regulations and legislation of the banking 

industry in India. The existing legal framework of the banking industry is ineffective in minimising 

cyber crimes and e-banking frauds. There is a lack of statutory recognition of the legal and statutes 

and imposing penalty on the bank authorities for its violations. Also, there is an absence of internal 

audit compulsion and in-house cyber redressal cells for dealing with bank frauds. The legal issues 

include the lack of cyber laws and regulations for curbing e-banking frauds and the lack of 

biometric authentication compulsion. The authentication issues include ineffective enforcement 

structure, untrained staff, and lack of separate provisions to deal with the authentication issues and 

secure the customer interest. 

 

The study has found that there is a significant relationship between customer perception towards 

e-banking services and age. People of age groups 18-25, 26-35, and 36-45 have a relatively positive 

perception of e-banking services. They believe that e-banking services have a simple user 

interface, effective communication, enough content, responsive behaviour, timely updates, no 

technical problem, and excellent customer service support. On the other hand, people of age groups 

46-55 and above 55 have a relatively negative perception of e-banking services. They find the user 

interface complex. They also consider that e-banking services are not safe and secure. They also 

find communication of e-banking services ineffective. Most of these age groups people have 

responded that the e-banking services have irresponsive behaviour. They also do not get regular 

updates from banks. All these factors contribute to their negative perception of e-banking services. 

The data shows that interface experience among customers of different age groups is different. The 

significance value of content experience is 0.000, which shows that there is a relationship between 

customer age and content information experience. Similarly, there is a relationship between other 

attributes of e-banking services and age. Apart from this, the study has also found that the user 
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interface experience among customers of different age groups is different due to occupation. 

Similarly, there is a relationship between customer age and customer perception towards 

responsiveness, updates, communication, data protection, technical problem, bank 

recommendation, and customer service support considering occupation.  

 

Recommendation and Conclusion 

 

Recommendation 

 

• There is a significant difference in perception towards e-banking services among people of 

different age groups. Young and adult people have positive perceptions, while people above 

46 have a negative perception of e-banking services. Therefore, it is important to consider that 

there is a knowledge gap because the latter group of people is not more familiar with e-banking 

services. Thus, banks should focus on making this group of people aware of e-banking services. 

Further, there should be an implementation of a customised user-interface option to enhance 

customer experience.  

• There is authentication, legal and security risks identified in the existing policies and 

regulations of e-banking services. This is an absence of a structured legal framework for 

handling cyber-crimes in India. It is recommended to implement statutory recognition of legal 

statutes and impose a penalty on bank authorities for its violation. There should be a 

compulsion of internal audits to maintain transparency in the banking system. Further, an in-

house cyber redressal cell should be developed for handling bank frauds. The government of 

India should also enforce cyber laws and regulations for curbing e-banking frauds and cyber 

frauds with the implementation of biometric authentication compulsion.  

• Knowledge and education can change their perception of e-banking services. Apart from this, 

banks should also consider taking feedback from this group of people so that their needs can 

be identified. When the need is identified, e-banking services can be designed accordingly to 

meet their needs and change their perception towards e-banking services. Moreover, banks 

should consider an Artificial Intelligence option because it can assist customers, and hence, 

they can use e-banking services ore seamlessly.  

• Banks should also provide information related to updates in services to customers through text 

messages and emails so that every group of people can have the important information. 

• Customer support service and communication should be more efficient through using 

innovative technologies such as Artificial Intelligence, robotic system, and others.  

• Banks should also make sure that the data of customers are safe and secure. These messages 

should also be conveyed to every customer so that they can be educated and develop a positive 

perception of e-banking services. 
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Conclusion  

 

The digitalisation of financial services is the need of the hour considering the interest and 

preferences of banking customers. People are more inclined towards digital financial services 

because of their ease of use, efficiency, and effectiveness. The outbreak of the pandemic COVID-

19 has also boosted the demand for digital banking services because the pandemic led to various 

restrictions such as complete lockdown and social distancing. During the last two years, the 

number of customers using digital banking services has increased significantly. It is also important 

to consider that the gender gap has also shrunk from 20% to 6% over a period of time. However, 

the study has found that people of different age groups have different perceptions towards e-

banking services. People (18 to 45 years old) have a relatively positive perception of e-banking 

services. They highlight that e-banking services are efficient in terms of the user interface. They 

are also happy with the e-banking services because of efficient and effective communication. E-

banking services are also responsive, and the customer support services of e-banking services are 

excellent. On the other hand, people of 46 and above have a negative perception of e-banking 

services. They believe that the user interface of e-banking services is not efficient. Similarly, 

communication and privacy and the safety of data are also their key concerns. They are more 

reluctant to use e-banking services because they believe that their data may not be secured. Thus, 

customer satisfaction towards e-banking services varies based on different age groups and 

occupations. 

 

The existing legal framework of the banking industry is ineffective in minimising cyber crimes 

and e-banking frauds. There is a lack of statutory recognition of the legal and statutes and imposing 

penalty on the bank authorities for its violations. Also, there is an absence of internal audit 

compulsion and in-house cyber redressal cells for dealing with bank frauds. The legal issues 

include the lack of cyber laws and regulations for curbing e-banking frauds and the lack of 

biometric authentication compulsion. The authentication issues include ineffective enforcement 

structure, untrained staff, and lack of separate provisions to deal with the authentication issues and 

secure the customer interest. The existing issues related to e-banking services create threats as well 

as opportunities for banks to influence customer decisions towards e-banking services. Banks face 

various challenges in influencing customer decisions towards e-banking services, such as lack of 

infrastructure, speed of internet, education, and others. It is recommended to develop a friendly 

user interface secure and maintain confidentiality to enhance customer experience among all age 

groups people. Thus, the null hypothesis is rejected. There is a significant relationship between 

user interface, content, responsiveness, customer service, bank communication, updates, data 

protection, technical problems, bank recommendations towards e-banking service and age. Also, 

there is a significant relationship between user interface, content, responsiveness, customer 

service, bank communication, updates, data protection, technical problems, bank 

recommendations towards e-banking services and occupation.  
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